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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Paul Kravetz on 5/5/2009. 

The apphcation has been amended as follows, beginning on the next page: 
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L (previously presfitit:ed) A procsEsing apparatus comprising: 

an mtemaJ circuit comprismg: 

a CPU executing prDgramis, said CPU is jjupplied witti a flf^st clock 
and executes the programs synchronously wiUi the suppited first dock, snd, 

at least one Interna! device hiaving a predetermined function, and 
a bus line e>*endmg mternDliy of tht internal drcult and connectinq 
said CPU to said Interrjal device, the bus line comprising an externally extending 
portion extending exremaily of the intemaS circuit and tin ddditsiii bus and a data 
bus transfarring an address and dab, rtsspectively, wlierein said internal circuit; 
includes at least one internal memory as an intemai device, the internal niemofy 
storing a program for determinfng ciphering patterns; and 

an external circuit provided externally Of the internal Circuit and connected 
With the externally extending portion of said bus line and including at least one 
externa! device having a predetermined function, wherdn said exterr^al circuft 
includes at least am exlsmdl njemory as an external device, \A,^iereln 

said internal cir>:uit further rnmpmes a ciphering section interposed at an 
entrance to an external stele of 'satd tntemal circuit, and ciphering the adds-ess and 
the d-rjta an tli€ bus line by the dphenng patterns accordlnq to a plurality of mijhm 
divided from an address space allotted to entirety of said at teast one exl'ernal device, 
to thereby prever^l: (ilidt access to the !ni:ej'nal memory via tlie external memorv, sasd 
ctphenng section is supplied with a .=;econd clock and perlonns ciphering 
syrschronotisiy with the suppiied semnd clock and a dock supply section for 
supplying the second clock at a highar spe^d than a speed of the first clock supplied 
to said CPU, to said ciphering section, so that on« of ths apherir?g patterns thai is 
made by using a result of one nf ofhar ciphering patterns among the ciphering 
patterns can be employed. 



2, (original) A processing appiratui iccerdir^g to claim 1, wherein 
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the dphsrlng patterns adopted by said ciphering section include one 
dphertng pattern in which neither the address nor date is ciphered^ 

3. foriqmaO An prscessirjg apparatus according to cfeim 1, vvhE^rain 
s^itd externa! circuit ificiudes a p!ur<s!ity' ftf f?xt**mal devices; and 

said dph<5nng section performs ciphering using ciphering patterns accordmg 
to said plurality of exloniol devices, respectively. 

4. (previously presented) A processing apparatus according to cSaim a, 

whssrsairi 

the ciphering section of the ir>tf?rn3! drcmt f uittiar comprises a bus ifitsffsce 
that externaijy oiitpute data ciphered by the ciphering section when access to the 
^ixtemai device is requested and externalSy outputs dummy &m when dccviss to the 
external device is not recjuested, 

g. (cancefled) 

6. (original) A processing apparatus according to claim i, comprising; 
Ciphering pattern deterrnination mearis for re(,x}gns2ing a constitutioii of said 

external circuit and determining a ciphering pattern of said ciphering section 
according to ttie constitution of said external circuit, 

7. (originai) A processing apparatus according to claim 1, wherein 

said ciphering section ciphers the address and the data Qn said bus Nne by 
Ciphering patterns according Lu Ufy pluraliiy of regions divfd^'d fmrn Hw addr*?«f> 
space allotted to the entirety of ^;afd no less than one ^xt^rnal device and according 
to applfcal'ion fwograin;^ executed by said CPU, 

8. (cutrently amended) A processing apparatus according to cialm 1, 
comprising; 

a deciphering section connected to the externally extending portion of said 
bus line, and returning the ciphered address and the data on tTu?. bus fine |ine.to an 
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addnass and data wliich am not cipherid, 

9. (onginal) A proc^^js^ing apparatus according io dairn l, coinprbiHy; 
dp^erinq pattiarn change means far changing a cfphering pattern whenever 

a predistermined initialisafeon opa'ation Is carriefi "fi!" for one of the plurality of 
regions divided from the address spiice aliolted to the entirety of said at leasE one 
external device. 

10. (original) A processing apparatus according to clasm 1., wherein 

said Ciphering section adopts a tiphering pattern in whirh dph^irf^ data In 
Changed according to the address, for on§ of the pfursifty of regions divided from 
the address space allotted to the entJrfcty of said at iesst one external device, to 
tliereby ciplier the data, 

11. (candled) 

12. (cancBiled) 

13. (ceincetecO 
H. (car^celed) 

15. (canceled) 

16. (canceled) 

17. (canceled) 

iS. (original) A processing apparatus according to claim 1, wh^^rein 

said internal circuit IfoSds, a dphering pattern adopted said ciphering 

the processing apparatus furthei- comprises a tampsjr d*itef,tion sertior^ 
deteaing tarr^per; arid 

ciphering pattern cicstruction means for destroying tfie Ciphering pattern 
held in said internal circuit in response to tamper detectiori fTtade by s>aid tamper 
detection section. 



19, (canceled) 
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20, (previously presented) An integrated circuil: constituted by rrjouritmg: 

a CPU executing programii and b supplied with a fif-st clock and executes 
the ptogrsms synclifoiiously with t{ie auppSisd fii^t dock; 

at least one internal device having a predetermined function, wherein at 
least one intemai device is an tnternai memory, tiie intBrnai memory storing a 
prcjgrpm for determining ciphering patterns; 

bus line extendirtQ intemajiy of tJie integrated arcuit and conriectHiq said 
CPU to said intemai device, the biis line comprising an e)?temaSly extending portion 
extending extsrn^»|!y of the integrated circuit and an addre*5«; bij*s and a data bij<^, 
wherein gt least one external device hrn'mg a predetermined function is provided 
externally of integrated crcuit and connected vvitti tiie externally extending portion 
of the bus fine, and me b\B \\m transferring an address and data via the address bus 
and the data bus, respectively, wherein at ieast one external device is an externai 
rtienwry; and 

a ciphering sedion interposed at an entrance to an external side of the 
integrated circuit, and ciphering the address and tfie data on the bus line by the 
ciphering patterns accoitling to s plurality of regions divided from a space allotted to 
entirety of the at least one external device^ to therelDy prevent Olidt access to the 
interna i memory via the external memory', said ciphering section Is supplied vvitr^ a 
second dock and conducts ciphering synchronously with the supplied second clock 
and operates vj-ith the second clock at a hsgter speed than a speed of the first dock 
with which said CPU operates, so that one of the ciphering patterns that is made 
by using a result of one of other ciphering patterns among the ciphering patterns 
can be empfoyed. 

21, (original) An integrated circuit according to daim 20, wherein 

the dphering patterns adopted by the ciphering sechon include one 
siphering psmm in which rjeither the sddrgss nor dsti is ciphered, 

22, (originsl) An Integrated circuit eccordirtg to claim 20, wherein 

iri cise where a piui^iily of external devices are provided extemilly of the 
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externslly gxtending poit'ori of said bus line, said cipiieFing section perforois 
cipherif(9 by the ciphering pstiems accordirig to said piuralsty of external da/ices, 

23, (previousiy presented) An integrated circuit according to claim 20, 

wherein 

tlie ciphering sedaon of the interna! firr.f jjt fijtthftr comprises a bu*; interface 
that externally outputs data ciphered by th^ tipt^erirjg sediori v^ten access to the 
external device is requested and externally outputs dummy data when access to the 
txternaf davtcs is not recjussted. 

24- Ccanceli«d) 

25. Conginal) An jntegrated circuit according to clafm 20, comprising: 
ciphering palLern determination meant; Tor recognizing a constitution of said 

external circuit and for detetnitning a ciphering patt,ern of said dpherinq section 
according to the constitution, 

26. (originai) An Integrated circyjt accord!fT<3 to clatrri 20, wherein 

said Ciphering sectiofi ciphers the address and the data on said bus line by 
ctphenrjg patterns according to tJ^e piuraflty of regiotis divided frofn the ydclreiis 
space allotted to the entirety of said no less than one e:<ternal device and according 
tr? applicshon progn'jrfW ex^rtitftd by JViid CPU. 

27. foriginal) An integrated circuit accordinq to claim 20, comprising: 
ciphanng pattern change means for changing a ciphering pattern whenever 

a predetermined initiaSization operation is pettomied, for one of tlie plurality of 
regions divided from the address space allotted to the ^ntirf?ty of Paid St f^ast one 
s)Aerni{ device, 

28. (orislfiat) Aji Integrated circyit according to daim 20^ wherein 

said cipl^eriog sectaon ciphers the dgta by adoptijig a ciphering pattern in 
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Which cipfiered data !s changed according to ttia address, fbr one of tht plurality of 
mgbns divided from the adclrass spacs aiottad to tlie gndrety of said at least one 
externa! device, 

73. (canceled) 
30> (canceled) 
3L (canceled) 

32. (canceled) 

33. (canceled) 

34. (cancale'd) 

35. (canceled) 

36. (canceled) 



Allowable Subject Matter 

Claims 1-4, 6-10, 18, 20-23, and 25-28 are allowed. 
The following is an examiner's statement of reasons for allowance: 
The closest prior art, Taguchi (US Patent Number 5,915,025), teaches an internal circuit 
comprising a CPU executing programs, said CPU is supplied with a first clock and executes the 
programs synchronously with the supplied first clock, at least one internal device having a 
predetermined function and a bus line extending internally of the internal circuit and connecting 
said CPU to said internal device the bus line comprising an externally extending portion 
extending externally of said internal circuit and transferring an address and data, wherein said 
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internal circuit includes at least one internal memory as an internal device, the internal circuit 
including selection means for determining ciphering patterns. 

Taguchi further teaches an external circuit provided externally of the internal circuit and 
connected with the externally extending portion of said bus line and including at least one 
external device having a predetermined function, wherein said external circuit includes at least 
one external memory as an external device. Taguchi also taught that the internal circuit 
comprises a ciphering section interposed at an entrance to an external side of said internal circuit 
and ciphering the data on the bus line by ciphering patterns according to a plurality of regions 
divided from an address space allotted to entirety of said at least one external device. 

However, Taguchi failed to disclose ciphering of the address, that the selection means 
included a program stored in internal memory for determining the ciphering patterns, using 
separate clocks with the encryption clock being set at a higher frequency than the processor 
clock, or that one of the ciphering patterns is made by using a result of one of other ciphering 
patterns among the ciphering patterns. 

While the prior art does disclose these limitations individually, there is no teaching in the 
prior art which would reasonably suggest having a ciphering section supplied with a clock which 
is faster than the clock of the CPU, a program for determining ciphering patterns, one of the 
ciphering patterns being made by using a result of one of other ciphering patterns among the 
ciphering patterns, and the ciphering section encrypting and decrypting addresses and data on the 
external bus line using the ciphering patterns according to a plurality of regions divided from an 
address space allotted to the entirety of the external circuit, in the specific combination of 
limitations as claimed. 
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Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MATTHEW T. HENNING whose telephone number is 
(571)272-3790. The examiner can normally be reached on M-F 8-4. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an apphcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Matthew T Henning/ 
Examiner, Art Unit 243 1 



